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Counting and Tabulating People is Essential for
Social Science, Public Health and Public Good…
—The foundational acts of counting and tallying
individual characteristics underlie both the
potential for re-identification and our ability
to analyze population characteristics and
distributions —which is essential to social and
population health sciences.
—Thus, the important ongoing debate about
data de-identification and the ethical and
public policy implications for research
conducted with de-identified data.
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The Inconvenient Truth:
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Unfortunately, deidentification public
policy has often
been driven by
largely anecdotal
and limited
evidence, and reidentification
demonstration
attacks targeted to
particularly
vulnerable
individuals, which
fail to provide
reliable evidence
about real world reidentification risks
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“Y-STR Surname” Attack
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Personal Genome Project Attack
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WA State Hospital
Discharge Attack
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Online Symposium on the Law, Ethics & Science of
Re-identification Demonstrations
• http://blogs.law.harvard.edu/billofhealth/2013/05/29/public-policyconsiderations-for-recent-re-identification-demonstration-attacks-ongenomic-data-sets-part-1-re-identification-symposium/
• https://blogs.law.harvard.edu/billofhealth/2013/10/01/press-andreporting-considerations-for-recent-re-identification-demonstrationattacks-part-2-re-identification-symposium/
• http://blogs.law.harvard.edu/billofhealth/2013/10/02/ethicalconcerns-conduct-and-public-policy-for-re-identification-and-deidentification-practice-part-3-re-identification-symposium/
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Cell Data Uniqueness

Sample Unique ≠ Re-identifiable
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NYC Taxi Data Attack

Unsalted Crypto-Hash
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NYC Taxi Data Attack
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January 2015
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Credit Card
Data Uniqueness
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Sample Unique ≠ Re-identifiable
1.1 Million = small sample fraction

“Re-identification Science” Policy Short-comings:
6 ways in which “Re-identification Science” has (thus far)
typically failed to support sound public policies:
1. Attacking only trivially de-identified data, where
modern statistical disclosure control methods (like
HIPAA) weren’t used.
2. Targeting vulnerable subpopulations and failing to use
statistical random samples to provide policy-makers with
representative re-identification risks for the entire
population.
3. Making bad (often worst-case) assumptions and then
failing to provide evidence to justify assumptions.
Corollary: Not designing experiments to show the boundaries
where de-identification finally succeeds.
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“Re-identification Science” Policy Short-comings:
6 ways in which “Re-identification Science” has thus far
typically failed to support sound public policies:
4. Failing to distinguish between sample uniqueness,
population uniqueness and re-identifiability (ability to
correctly link population unique observations to
identities.
5. Failing to fully specify relevant threat models (using
data intrusion scenarios that account for all of the
motivations, process steps, and information required to
successfully complete the re-identification attack for
the members of the population).
6. Unrealistic emphasis on absolute “Privacy Guarantees”
and failure to recognize unavoidable trade-offs between
data privacy and statistical accuracy/utility.
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Re-identification Demonstration Attack Summary
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Unrealistic
Insistence on
Absolute
Privacy
Guarantees?

“Not having a Silver Bullet is not a good reason
for dumping all your Ammo”
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Reserve Slides for
Questions

§164.514(b)(2)(i) -18 Safe Harbor Exclusion Elements
All of the following must be removed in order for the information to be considered de-identified.
(2)(i)
The following identifiers of the individual or of relatives, employers, or household members of the
individual, are removed:
(A) Names;
(B) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their
equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available
data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same three
initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic
units containing 20,000 or fewer people is changed to 000.
(C) All elements of dates (except year) for dates directly related to an individual, including birth date, admission date,
discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age,
except that such ages and elements may be aggregated into a single category of age 90 or older;
(D) Telephone numbers;
(E) Fax numbers;
(F) Electronic mail addresses;
(G) Social security numbers;
(H) Medical record numbers;
(I) Health plan beneficiary numbers;
(J) Account numbers;
(K) Certificate/license numbers;
(L) Vehicle identifiers and serial numbers, including license plate numbers;
(M) Device identifiers and serial numbers;
(N) Web Universal Resource Locators (URLs);
(O) Internet Protocol (IP) address numbers;
(P) Biometric identifiers, including finger and voice prints;
(Q) Full face photographic images and any comparable images; and

(R) Any other unique identifying number, characteristic, or code except as permitted in §164.514(c)
24

12

HIPAA §164.514(b)(1) “Expert Determination”
Health Information is not individually
identifiable if:
A person with appropriate knowledge of and
experience with generally accepted statistical and
scientific principles and methods for rendering
information not individually identifiable:
(i) Applying such principles and methods, determines
that the risk is very small that the information could
be used, alone or in combination with other
reasonably available information, by an anticipated
recipient to identify an individual who is a subject of
the information; and (ii) Documents the methods and
results of the analysis that justify such determination;
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