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DIGITAL IDS
Mardiya Siba Yahaya and Bonnita Nyamwire

Interconnected and Moderated Bodies
Advocates for digital IDs claim they can provide legal identity to many who 
lack it, streamline government services, and reduce corruption.1 Yet digi-
tal IDs inherit histories of structural inequalities and reproduce anxieties 
among the most marginalized.2 Our contribution contends with these seem-
ingly irreconcilable conditions by weaving together two key arguments. 
First, biometrics-based digital IDs are data that make people’s bodies avail-
able for scrutiny at a distance. Second, digital IDs as aggregated datasets 
serve as a representation of the state, where logics of development and 
anti-corruption become the justification to collect more data in the pursuit 
of inclusion.

Digital IDs transform biometric information such as fingerprints, iris 
scans, and facial features into data. Approaching digital IDs as simultane-
ously standing in for data and the bodies of individuals reveals the condi-
tions of surveillance that disproportionately target marginalized groups.3 
This data-as-bodies approach offers a situated perspective on the implica-
tions of the datafied state for the lives of women, gender and sexual mi-
norities, and marginalized ethnic groups. For many among these groups, 
engaging with the datafied state brings up a range of anxieties — from los-
ing access to systems and services because of failures in registration to the 
amplification of existing discrimination. Yet, there is also hope — hope to 
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finally achieve legal documentation of one’s identity. In between this diversi-
ty of lived experiences, marginal citizens must navigate through existing re-
lations of power to confront the limitations of the choices available to them.

Simultaneously, the aggregated datasets of unique digital IDs for all  
citizens serve as representations of the state; this representation is used in 
developmental efforts toward efficient and improved service delivery, achiev-
ing inclusivity, and tackling corruption.4 In Zimbabwe, for example, after the 
Public Service Commission introduced a biometric system and ran an audit in 
2020 in collaboration with the World Bank, they found 3,000 so-called ghost 
workers and removed them from the state’s payroll.5 However, signing up for 
biometric systems in various countries includes substantial information about 
and beyond those of the main registrant — the registrant’s parents’ name, 
parents’ residence, or marriage details and certification,6 to name a few.  
This data-as-state approach shows how national identification systems have 
historically provided states with the power to define acceptable citizen  
identities — shaping them into machine-readable humans.7

We focus on these two approaches to digital ID — data-as-bodies and  
data-as-state — to demonstrate how groups of peoples’ socio-cultural, eth-
nic, gendered, and religious positionality affects how they engage with the 
state, how their data is used to inform service provision and delivery, and/or 
structurally discriminate against them. In our view, current datafied societ-
ies are embedded in regimes of monitoring and control, where data is used 
to make life-altering decisions for people whose data-as-bodies show up well 
before their actual selves.8 Thus, throughout our essay, we trace the similar-
ities and differences in historic and current ways identification exists and 
shows up in the lives of marginalized groups in Africa, the threats of control 
within datafied states, and a reflection that leaves more questions for fur-
ther research.
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Designing “Machine Readable Humans”: The 
Datafied State’s Construction of Identities
Datafied states are the custodians of digital IDs. States have and continue to 
play the role of creators of “legitimized” identities, the implementers of sys-
tematic identification and artifacts that represent people’s identities, the in-
terpreters of the data collected, stored, and continuously developed through 
identification systems. In fact, citizen identities — right from the institution-
alization of last names — have been designed as a mechanism to interface 
with the state.9 Within and through these interfaces, human identities are 
converted into data.10

For example, during apartheid South Africa, the dompass was instituted 
in the Pass Laws Act of 1952, which required Black South Africans over 16 
years old to carry a passbook at all times.11 The dompass traced and identi-
fied whom a Black person belonged to. “Whom” did not refer to a person’s 
clan, ethnic group, or family but to the white colonizer they worked for. 
Without the dompass, authorities could not verify whether the Black person 
had the “right” to access “white” spaces.12 A similar requirement was created 
during the colonial era in Kenya, where indigenes were made to carry pass-
es to access the new capital city of Nairobi.

Today, in our datafied society, whom we belong to in a transnational 
sense often refers to forms of belonging connected with countries and states 
based on ethnicity, place of birth, naturalization, or marriage. Yet, within the 
specific states, “whom” is also used to determine whether you have a claim 
to citizenship.
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IDs represent claims to legitimately access certain services, privileges, 
and liberties. Based on the type of identification document one possesses, the 
level of available civic services and liberties ranges from high to none.13 In 
each case, the state holds the power to interpret the data provided through 
each identification document or number at their discretion. This also means 
that when someone does not have access to a legal identity, their freedom 
of movement and access to basic services is blocked. This is the reality of 
Nubians and double-registered people in Kenya,14 as well as refugees in 
Ethiopia who have faced technical barriers while registering for digital IDs.15

In 2018, the government of Kenya enforced the National Integrated 
Identity Management Scheme, requiring all citizens to register through a 
biometric identity system which they claimed to be a single point of truth.16 
In March 2023, the government of Kenya relaunched another system, the 
Unique Personal Identifier (UPI), to register all newborn babies and deaths 
in the country. The government used the UPI for school registrations, linked 
to citizens’ “identification card, PIN number, National Health Insurance 
Fund, and Kenya Revenue Authority, as well as identify the individuals in 
life and in death.” 17

The goal of the UPI, according to the government, was to provide accu-
rate insight and data on the country’s population. Similarly, over the recent 
months in Tunisia, the government has rolled out a series of digital IDs in-
cluding biometric travel documentations and the mobile ID or an e-identity 
(e-houwiya) that enables citizens to access government services.18 Both  
governments argue that they need to create legible citizens to govern  
appropriately. At the same time, the Tunisian government argues that bio-
metric identification and IDs need to be implemented by 2024 to fulfill the 
international civil aviation organizations’ mandate for machine-readable 
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documents. Both the UPI and e-houwiya, like many digital IDs, are required 
to verify citizens’ eligibility for state services, including verifying financial 
compensation, linking the IDs to other documents such as the national ID 
and passports. These cases demonstrate that datafied states seek to create 
interoperable systems to expand legibility and machine-readable citizens 
that can be known from a distance.

Within the datafied state, documentation, numbers, codes, and artifacts 
created to legitimize a person’s belonging to a specific territory and access to 
services represent machine-readable humans. However, for citizens’ bodies 
to be accessible to the state in ways that make them legible, identities must 
be crafted along certain parameters determined by governing institutions. 
The dompass existed to restrict free movement of Black South Africans 
during apartheid, which meant that the government crafted their identity 
along the parameters of race.19 A person’s race ultimately determined their 
interaction with the state and access to public spaces and services. In the 
datafied state, for humans to be machine-readable, their expressions, com-
plexities, and realities must be limited to specific points, often a patriarchal 
reconstruction of gendered bodies, colonial demarcation of ethnicity, lan-
guage, belonging, and ability. The power to be the creator, arbitrator, custo-
dian, and interpreter of people’s lives through digital IDs enables the state to 
have the discretion of what is considered legitimate identity or form of be-
longing versus illegitimate.

The case of Kenya and Nubians being denied identification has provided 
a clear case of states’ power in determining belonging. The process requires 
people to provide certain forms of documentation or human verification 
that may not be available to them in the first place.
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Recognizable identities created at the state’s disposition reinforce vio-
lence against minoritized genders. Within most states mentioned through-
out this essay, non-conforming gender identities are criminalized. As we 
will explore further in the next section, the state’s role in determining and 
controlling how people express their complex and fluid identity is enact-
ed through the datafication of the body where a machine-readable human 
must be quantifiable in patriarchally acceptable ways. Meanwhile, the con-
struction of the datafied body tends to follow the “traditional Western view 
of personhood as rationality”20 that encodes people’s interconnected, com-
plex, and evolving lives into a set of scientific and mathematical formulas. 
States echo a logic that claims that their identification systems provide a 
single point of truth, often at the expense of minoritized groups. Such logic 
becomes harmful when the lives and identities of people are interconnected, 
making it possible to disproportionately target entire communities through 
automated systems that produce generalizations21 and reconfigure violence 
and dehumanization.

Monitoring and Control: Cases of Surveillance 
Within Datafied States in Africa
In March 2022, a Ugandan queer activist based in South Africa stated in a 
video that she was advised that if she arrives at the Entebbe airport, she will 
be arrested immediately. While the video was a call to action to picket the 
Ugandan embassy in Pretoria against legalizing homophobic violence, the 
activist’s story particularly emphasized a version of state surveillance. The 
Ugandan state is able to take action against the activist because it can identi-
fy through her machine-readable documents that she is part of and supports 
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a criminalized social group. Surveillance and exclusion are part of the archi-
tecture of digital identity platforms.22 The state’s ability to provide databas-
es and information that enable profiling and policing with interoperability 
creates the possibility for surveillance.

Surveillance through interoperability23 in the operationalization of  
digital ID systems is evident in the case of Ethiopian refugees who were  
miscategorized when they were initially registered and were later unable to 
register for a digital ID due to discrepancies in the system.24 In Kenya, inter-
nally displaced persons who were affected by a severe drought in Northern 
Kenya that occurred at the same time as the Somali civil war25 experienced 
the implications of surveillance when they attempted to register for a  
national ID, only to find out they had been categorized as refugees, blocking 
them from accessing national ID cards. Such errors affected multiple com-
munities, and the lack of nuance based on “rationality”26 restricted access  
to services for refugees and internally displaced persons.

Surveillance is also organized through social norms, categorizations of 
acceptable and unacceptable persons or identities and narrative shaping.  
It “uses such hegemonic norms and narratives to design multiple separa-
tions of people into normal/abnormal, good/evil, ally/enemy.”27 In creating 
these separations, Muslims, ethnic minorities such as Nubians, refugees,  
and double-registered people, are made28 foreign by the system. Here Pumla 
Dineo Gqola points out that identity is performed across boundaries of  
difference,29 and people such as educators and social workers who came to 
represent safe spaces or support the inclusive social development of mar-
ginalized groups, become the ones who facilitate monitoring and violence 
against the communities they are supposed to protect.
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Within various African countries, SIM card registrations provide other 
avenues for increased data collection and surveillance. While SIM cards 
have long represented a form of digital identity, SIM registration has be-
come an invasive area where the state, through telecommunication compa-
nies, promotes the surveillance of its citizens. For example in Uganda, for an 
individual to register for a SIM card they must present an original national 
identification card, passport or number, which must be verified by the SIM 
card-selling officer using a two-step authentication process. In addition, the 
telecom operator must obtain the photograph of the SIM card applicant. 
This same situation applies to Nigeria, Ghana, Namibia, and most recently 
Zambia. Such registration requirements exclude many marginalized groups 
such as ethnic minorities or migrant workers, and women without ID proof 
such as birth certificates, needed to obtain a digital ID, which has become 
mandatory to get a SIM card. Simultaneously, without structural safeguards, 
the datafied state creates additional databases linking citizens to their mo-
bile number and interpersonal transactions, loosening the boundaries be-
tween tracking, identifying, monitoring, screening, and tabulating.

The increased datafication of the people’s lives and bodies through SIM 
cards widens the bounds of how people become legible within a datafied 
state. The state logic that datafication of people through digitalization will 
provide single points of truths, including addressing corruption and stream-
lining service delivery, operates based on conceptions that governance re-
quires people to be made recognizable and legible. However, the implica-
tions of surveillance within the datafied state are not evenly distributed. For 
instance, a gender and sexual minority or migrant worker whose body has 
been categorized as a threat enforced through public policies and legisla-
ture is more likely to be targeted through these interoperable systems that 
monitor, screen, and analyze their day-to-day interactions. If a person’s SIM 
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card is linked to their digital ID, biometrics, mobile money transactions, and 
internet activity, it creates multiple avenues for datafied states to enact harm. 
Preemptive surveillance to track and shape what a person will do in the fu-
ture forces ethnic, racial, religious, gender, and sexual minorities to constant-
ly navigate between the choices of enrolling in digital ID systems or opting 
out to their detriment. Yet by merely engaging in life, social and civic inter-
actions within datafied states and societies, people’s data and information is 
collated, tabulated, tracked and screened, regardless.

Reflecting on the Complicated Fluidity of 
Individual Autonomy Versus Communal Data
Individual identity, as argued throughout this essay, is moderated by the 
state. Simultaneously, states make decisions across differences and similari-
ties in how certain groups perform their identities. Data gathered on one per-
son may produce insights on people whose attributes fall into similar catego-
ries. For example, when a person is registering for a digital ID, they have to 
provide verifiable information on their parents and other family members. 
Similarly, the case of the Ugandan activist provides insights into how deci-
sions are rarely individualized, and made based on social group identities. 
At the same time, automated immigration decision-making is often based on 
what people of certain races, locations, and identity “might do.” This includes 
predefined problematic assumptions such as that Muslims are more likely to 
be engaged in violence extremism or that someone from the Global South is 
more of an immigration risk than someone from the Global North. All these 
decisions are encoded in policy, structural designs, and cultural hegemonies 
reproduced through identification systems and technologies.
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While the previous sections have illustrated the differences between the 
data-as-bodies approach and the data-as-state approach in understanding 
the politics of digital IDs, we conclude with a reflection of a deeper similarity 
between them. Both these approaches are fundamentally grounded in a re-
lational view to datafication.30 This relational view opens up questions such 
as — what does one’s data reveal about a community of people? How does 
that information create tensions between the individual and the community? 
How does one tackle a situation where an individual may have consented to 
data collection, but their data implicates other people “like them” who had no 
part in that process? What does this mean for a person’s individual identity 
and their right to privacy?

Many African philosophies and practices have evidenced that human en-
gagement, personhood and lives are representations of communities, and 
eventually flourish through such forms of solidarities. While we do not have 
specific answers to these questions, they enable us to draw the tensions be-
tween autonomy and belonging in the context of datafication. The opposite 
can also be true, where such relationality provides an opportunity to man-
ifest autonomy through belonging in a participatory approach to designing 
inclusive data systems. We critique individuation through datafication as a 
continuation of a history of harms against marginal communities and perpet-
uation of ongoing forms of violence against them. The simplest way to chal-
lenge this process is to ask ourselves whether single points of truths can ever 
be an accurate approach to govern our complex and fluid communal lives.
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